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ABSTRACT

In this paper we present an extension of Dolev-Yao models for security protocols with
a notion of random polynomial-time (Las Vegas) computability. First we notice that
Dolev-Yao models can be seen as transition systems, possibly infinite. We then ex-
tend these transition systems with computation times and probabilities. The extended
models can account for normal Dolev-Yao transitions as well as nonstandard opera-
tions such as inverting a one-way function. Our main contribution consists of showing
that under reasonable assumptions the extended models are equivalent to standard
Dolev-Yao models as far as (safety) security properties are concerned.
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1. Introduction

Proving the security of cryptographic protocols has been a major concern ever since
flaws were first discovered in some established protocols, the most well-known example
being Lowe’s attack on the Needham-Schroeder Protocol [23]. Rigorous approaches
now exist and have allowed for the analysis of many protocols with respect to various
security models. As a matter of fact, two families of models with little in common
have been used for years by two different communities.

Computational (or cryptographic) models define security in a semantic way by
requiring the probability of success of any attacker to be negligible [17, 38]. The class
of attacks considered here includes virtually all logical attacks, as soon as they can
be implemented by a probabilistic polynomial-time Turing machine.

Formal (or logical) models are used by the community of formal methods and typ-
ically include the Dolev-Yao model [16] and cryptographic process calculi such as the
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